COLLAX

Flexible IT

Collax Firewall and Security Basics

Howto

This howto describes the configuration of the Collax firewall for the purpose of controlling the behavior and logging of
network services. The Collax server monitors and controls the data traffic between networks, e.g. between the local
network (LAN) and the Internet. Furthermore, it permits or prohibits access to services of the Collax server.

Requirements
) Collax Security Gateway

) Collax Platform Server including Collax Net Security module

? Collax Business Server

Services and Protocols: Basics

Services are used to enable the exchange of data between networked computers. These services take care of the

allocation of an IP protocol and the associated source and destination ports.

"Settings  Networking  Firewall

the service name.

¢Z}  Network Services

mssaql
mysql
netbios-dgm
netbios-ssn
nfs

nntp

nntps
nrpe-daemon
ntp

nuauth

nut
oxtender_push
peanywhere
ping

pop3

pop3s
postgres
pRtp
prelude-manager
printer

rdp

rsyne

sieve

sip

skyrix
skyrix_palm
smb

smtp

snmp
snmp-trap
snpp

socks

squid

ssh

sunrpc
syslog

talk

telnet

ttp

uucp

une

whois
zarafa-ical
zarafa-icals
zarafa-server

Comment

Microsoft SOL Server

MySQL Database Server

NetBIOS Datagram Service

NetBIOS Session

Network File System - only for internal use
Network News Transfer Protocol
Network News Transfer Protocol over SSL
Remote Monitoring

Network Time Protocol

NuAuth Daemon

NUT iNetwork USV Tools)

Outlook Oxtender push mechanism
PC-Anywhere

ICMP Echo Request

Post Office Protocol

Post Office Protocol over S5L
Postgres Database Server
Point-to-Point Tunneling Protocal

Port for Prelude events

Line Printer Spooler

Remote Desktop Protocal

File syncronisation

Sieve mail filter protocol

Voice over IP

Skyrix

Skyrix Hotsync

Windows Networking

Simple Mail Transfer Protocal

Simple Network Management Protocol
Traps for Simple Network Management Protocal
simple Network Paging Protocol
SOCKS Proxy Server

Squid Cache

Secure Shell

SUNRPC v4.0
Syslog

TalkiNtalk

Telnet

Trivial File Transfer Protocol
Unix to Unix Copy

Virtual Network Computing
WHOIS Database Lookups
Zarafa ICal service
Zarafa ICal via SSL
Zarafa Groupware service

(<T0
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For example, the "SMTP" service is used for transmitting e-mail.

Double-click a service name to display the detailed settings of the service.

b

‘{.S) Display Service (smip)

Show service

Narme smtp

Comment Simple Mail Transfer Protocol

Protocol =
tcp src port 1024 - 65535 dst port 25

To add a new service, select the item "Add Service". In the subsequent dialog, you can specify the settings of a user-
defined service.

In the following example, we create the "Elster" (electronic tax return in Germany) service for the electronic transmission
of tax return data to the revenue office with the "ElsterFormular" software.

k)

<35 Edit Service

Edit service

Name Elster

Comment Elster Form

Protocol TCP (connection oriented) jﬂ (<)
Source port (from) 1024

Source port (to) 65535

Destination port (from) 8000

Destination port (to) 8000

Name Specify the name of the service here.
Protocol Select the protocol used by the service here.

Apart from common protocols like ICMP (Internet Control Message Protocol), which serves the exchange of messages
via IP (Internet Protocol) (e.g. ping) and the transport protocols TCP (Transmission Control Protocol) and UDP (User
Datagram Protocol), other protocols such as ESP (IPsec Encapsulated Security Payload) and AH (IPSec Authenticated
Header), which are used in conjunction with the IP security protocol IPsec and the GRE (Generic Routing Encapsulation)
protocol, which is used for encapsulating other protocols and transporting them via IP in the form of a tunnel, are also
available. For example, PPTP under Windows uses it for establishing VPN connections.

Source port (from) Enter the beginning of the source-port range in this field. Normally, the system that establishes the
connection arbitrarily assigns the source port. Usually, the source port is somewhere between 1024 and 65535. In
certain cases, i.e. for some UDP connections, requests always come from the same source port. In this case, this field
can be used to limit the range.

Source port (to) Enter the end of the source-port range in this field. If you leave this field blank, the first port will be used
as the only source port.
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Destination port (from) Enter the beginning of the destination-port range in this field.

Destination port (to) Enter the end of the destination-port range in this field. If you leave the field blank, the first port will
be used as the only destination port. The beginning and end of the range may contain the same value.

Basic Settings
A number of options for the behavior and logging of the firewall can be set under "Settings  Networking  Firewall
General".

5]
b

U[.S) Firewall—General

> Basic settings T Options ]

Basic Settings 7

ICMP echo-request policy (ping) Reply rate-limited ﬂﬂ

Layer 7 Protocol Support ?
FTP support
IRC support
PPTP support

SIP support

XA KRR

TFTP support

ICMP echo-request policy (ping) ICMP echo request packets (pings) can be used to determine whether a certain host
is accessible and how long it takes for the data packets to get there. Here you can specify how the Collax server is to
respond to ICMP echo requests.

The normal policy is to respond to ICMP echo requests with a limited rate. In this case, approximately 10 ping packets
are replied to every second, all others are dropped. In case many systems try to ping the Collax server concurrently, it
may be necessary to reply with no limitation (reply to every ping).

Moreover, it is also possible to determine that the Collax server sends no reply.

Layer 7 Protocol Support  With the help of these support modules, the data packets are analyzed for the individual
protocols, enabling the system to duly react to the peculiarities of the respective protocol. For example, for a FTP
connection, the newly opened data channel is allocated to the correct client.

Some IP protocols use more than one connection. For example, for active FTP connections, the client first establishes a
connection to the server to log in to the server and send the commands of the client. For the data transmission (directory
listing, download, etc.), the server establishes a data connection to the client. This can cause problems if
NAT/masquerading is used, as the firewall needs to allocate this new connection to an internal, masqueraded system.
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Options
The logging options only concern connections addressed directly to the Collax server. The logging of transit connections
can be configured in the firewall matrix.

O . Fi Ex
¢J Firewall—General 2 L
Basic settings > Options ]
Logging for local services 7
Authorized connections Do not log ML
Unauthorized connections Log all except broadcast ﬂﬂ
Spoofed connections Log all except broadcast |
Connection attempts to non-existing Do not log ﬂﬂ
services
Logging for firewall matrix 7
Authorized connections
Unauthorized connections
Reporting 7
Enable firewall reporting ! =
Daily report | (]
Weekly report (]
By e-mail to sk@collax.com
Format Text ﬂﬂ
Logging threshold 2

Events with a lower incidence will not
be included in the report

Limit listed events 10

Resolve IP addresses |
Distinguish sender addresses !
Distinguish destination addresses |
Distinguish protocols |
Distinguish source ports

Distinguish destination ports |

Logging for local services

Authorized connections  Enable this option to log authorized connections to the Collax server.
Unauthorized connections  Enable this option to log unauthorized connection attempts.

Spoofed connections Enable this option to log connection attempts from spoofed sender addresses.

Connection attempts to non-existing services Enable this option to log connection attempts to ports not associated
with any services.
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Logging for firewall matrix

Authorized connections  Enable this option to log all connections allowed in the firewall matrix.

Unauthorized connections  Enable this option to log all connection attempts between networks whose rule in the
firewall matrix is set to "Drop" or "Deny".

Reporting

Enable firewall reporting  Use this option to enable the automatic generation of firewall reports. These reports contain a
statistical analysis of the records in the firewall log file.

Daily report Option for generating daily firewall reports.

Weekly report Option for generating weekly firewall reports.

By e-mail to In this field, enter the e-mail address the report is to be sent to.

Format The report can be formatted as plain text or HTML.

Logging threshold This threshold determines how often an event must occur to be included in the report.
Limit listed events  This value limits the number of events listed in the report.

Resolve IP addresses If you enable this option, IP addresses in the report will be resolved to host names by the name
server. This can cause a considerable amount of network traffic and slow down the report generation.

Distinguish sender addresses  Different log records can be treated as single events or as multiple events. Disable this
option to combine multiple messages with different sender addresses to a single event.

Distinguish destination addresses  Disable this option to combine multiple messages with different destination
addresses to a single event.

Distinguish protocols  Disable this option to combine multiple messages with different protocols (TCP, UDP, etc.) to a
single event.

Distinguish source ports  Disable this option to combine multiple messages with different source ports to a single event.

Distinguish destination ports  Disable this option to combine several options with different destination ports to a single
event.

Transit Connections and Connections Addressed to th e Collax Server

To understand the Collax firewall better, connections that are addressed directly to the Collax server are distinguished
from transit connections that traverse the Collax server (routing). Connections addressed to the Collax server can be
configured via the groups and the services and networks they contain. In contrast, transit connections are configured in
the firewall matrix.

Groups

The permissions for accessing services of the Collax server can be configured under "Settings  Usage Policy
Policies  Groups".
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To permit access to the e-mail service "SMTP", set the respective permission within the group. Specify the LocalNet as
member network of the group in order to enable access by clients from this network.

5t Networks (Locainet)

Ex
Edit Permissions Users Hosts more ... ﬂ

(

?

Group name

LocalNet
E_ Name Network address Netrnask
iInternet 0.0.0.0 0.0.0.0
v iLocalNet 172.17.0.0 255.255.255.0

Another application example: To establish an SMTP connection from the Internet to a Collax server on whose external IP
address an MX record is configured, the member network Internet is required in addition to the "SMTP" permission within
any group. Thus, the Collax server can be reached as an official mail server. In this configuration, authorized clients can
also use the Collax server as outgoing mail server (relay host).
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Firewall Matrix (General Ruleset Generator)
This dialog is located under "Settings  Networking  Firewall — Matrix".

The firewall matrix visualizes the integrated firewall and is only relevant for transit data packages. Here you can
determine which network connections between individual networks are permitted or blocked.

The matrix is always read "from row to column”. The treatment of the selected services is configured at the intersection.
Easy-to-understand symbols are used for this purpose. Therefore, the matrix is also referred to as "graphical ruleset
generator".

When new networks are defined, the default rule set in the matrix as the target between these networks is "Drop". Apart
from a default policy (setting Service: All), you can select individual services from the list in order to define individual

firewall rules.

A black hole means that packets are dropped without generating an ICMP message for the
sender ("Drop").

The no-entry sign means that connections are actively denied. An ICMP message ("Deny") is
sent to the sender.

A right-of-way sign means that connections are allowed ("Accept").

Note: In the matrix, you only need to set a rule for the first packet of the connection, i.e. for establishing the connection.
The following packets are automatically handled by the integrated connection tracking of the Collax server.

Manually set rules are always represented by color symbols. Implicit rules are rules inherited from subnets or through the
default policy. These are represented in gray and can be overwritten with explicit rules.
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To set an explicit rule for a particular service, select it from the list of individual services. Click the intersection to set the
rule.

Log Enable this option to log the connections for this service in the log file.
Rule In this list, you can determine how the connections are to be handled:
The rule Drop blocks connections. The packets are deleted, and no ICMP message is generated.

The rule Deny also blocks connections. However, an ICMP message is sent to inform the sender that the connection is
not allowed.

The rule Allow allows connections.

NAT rules Using the rules Source NAT, Destination NAT, Source netmap, and Destination netmap, the packets can be
translated to a network address to be specified. Connections are generally allowed.

When selecting a NAT rule, select the network to which the destination IP addresses are to be mapped by means of Map
to network.

When setting a NAT rule for a specific port, you can additionally specify a range for the destination port in the field
Destination port.

If you leave the field blank, the port will be retained.
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The "http" service has a special feature. In addition to the above-mentioned rules, it is also possible to set the rule
"Transparent proxy". In this case, all requests sent to port 80 (http) are picked up and forwarded to the proxy server.

If a rule is set manually for a specific service, this is displayed in the "Service: All" view. The respective symbol is
complemented by two color brackets.

Further information on the defined rules and services can be viewed in the pop-up window.

Firewall Matrix and Host Groups (Only for Collax Sec  urity Gateway and Collax Net Security Module)
Apart from network connections between individual networks, it is also possible to control connections from a network to
the hosts of a group, from a host group to another network or to the hosts of another group.

For host groups, rules are set in the firewall for all IP addresses of the hosts that are members of the group.
The following combinations are possible:

(From network to network)

From network to host groups

From host groups to network

From host groups to host groups

To demonstrate this, two groups have been created: a host group "Clients" and a host group "Server".
This dialog is located under "Settings  Usage Policy Policies  Groups".
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Additionally, several hosts have been created. The term "host" refers to individual computers that are known to the
Collax server. In the simplest case, it is sufficient to enter the IP address and the name.
This dialog is located under "Settings  Networking DNS  Hosts".

Here, a host can be allocated to a group in the usage policy.

In the firewall matrix, you can now easily determine whether connections are to be allowed or prohibited.

Firewall Viewer
The firewall viewer displays the firewall rules set in the matrix in a list. Individual source and destination networks as well
as host groups and services can be selected by means of filter options.

The list only shows entries for which specific rules are set. Thus, the default rule "Drop" does not appear in the list of
rules.
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Port Forwarding
The purpose of port forwarding is to redirect a connection received on a particular port to another host.

To make a particular service on a server in the network accessible from the Internet, a port forward can be configured.
For example, you may want to enable access to a terminal server with the IP address 172.17.0.105 for remote

maintenance via RDP (Remote Desktop Protocol).

This dialog is located under "Settings  Networking  Firewall  Port Forwarding".

Service Select the service to be forwarded from this list. The list features predefined and user-defined services.
On links The selection determines on which network connections the port forward is to be applied.

Limit access to networks and hosts in the following groups If only some networks or hosts are to use the forward,
select the respective group here.

Destination IP address The host to which the port requests are to be redirected.

Destination port The destination port to which the network packets are to be translated. If you leave the field blank, the
port of the forwarded service will be used (here: (rdp) port 3389)

Log The logging of network packets can be enabled here for further monitoring of the function and its use. Logged
packets can be included in the firewall report.

Disable Here you can disable or reenable a port forward. In this way, you do not need to delete and reconfigure a port
forward that is only needed occasionally.
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