
Collax
E-Mail Archive
Audit-Proof, Efficient FilingHighlights

Compliance with statutory
requirements

Audit-proof storage: E-Mail archiving
immediately upon receipt

Compatible with statutory
requirements

Full data integrity

Transparent archiving

Minimum user interaction

Tamper proof archiving

Deployment for Medium-
Sized Enterprises

Can be used by company staff

Extensive search function

Indexed search (keywords)

Versatile deployment in all
environments

Access permissions

Positive impact on credit approval
(Basel II)

Protection from loss of data:
accidentally deleted E-Mails can be
restored immediately

Transfer of data to external storage
and reduction of the server load

Data is backed up quicker than by
periodic backups

New Media – New Challenges

In terms of importance E-Mail traffic has
caught up with older communication
methods such as the telephone, mail/post
and fax. It has become a business-critical
medium. Thus its day-to-day needs and
statutory requirements are now matching
those of conventional media. Collax E-
Mail Archive fulfills all of these needs in
an effortless and reliable way. For example
when your company sends tax-relevant
business letters by E-Mail, you now need
to ensure secure archiving of this E-Mail in
the same way as when you send
documents by regular mail. In the case of
debt financing, E-Mail archiving can have a
positive impact on the credit approval. In
many countries this is now a statutory
obligation and the Collax E-Mail Archive
makes this archiving process quick, easy
and transparent.

Collax E-Mail Archive Has
More to Offer!

Every employee can be granted access to
his own E-Mail archive whthin the Collax
E-Mail Archive . In this way, they no longer
needs to manage or worry about their E-
Mails and in the even of accidental
deletion can quickly restore lost E-Mails.
This reduces the mail server loads and
prevents employees from storing E-Mail
only on their local workstations (without
central backup). The administrator, too,
can easily delete the mail server without
being afraid of having deleted too much.
Any required E-Mails can always and
easily be retrieved at any time from the
Collax E-Mail Archive . In contrast to a
backup solutions, that usually run at night,
the archiving process takes place
immediately upon receipt of the E-Mail.
Should an incoming E-Mail be deleted
accidentally before the backup, it can still
be restored from the Collax E-Mail
Archive .

Deployment Scenarios

The Collax E-Mail Archive can be
operated in different ways. For instance,
the module can be run on a Collax server
together with the Collax mail server. Or it
can be installed on the Collax Security
Gateway in order to archive all E-Mails in
transit. We recommend deploying the
solution on a separate server between
the gateway and mail server, as storing
the data on a dedicated server is safer
and provides the recommended distance
to the gateway.



Technical Highlights

Function

Every sent or received E-Mail is stored in
the archive in an unmodifed form, and an
identical copy is delivered to the recipient.
This approach ensures compliance with
the requirement of audit-proof fling of
originals. During the archiving process the
E-Mail is not modifed or duplicated in any
way.

At the same time, an electronic signature
is added to every E-Mail. To ensure data
integrity later on the E-Mail is stored in a
database together with this signature.
When retrieving an E-Mail from the
archive, the authenticity is checked, and
the result is transmitted. The archiving
process is failsafe, i.e. technical measures
have been taken to ensure that even in
unfo-reseeable situations (transmission
errors, hardware failure etc.) E-Mails are
archived correctly. To facilitate any
subsequent retrieval of an E-Mail, using
the built-in search facility, the contents of
the E-Mail Archive are indexed
immediately upon the arrival and archiving
of each E-Mail.

Extensive search function
– easy use

Automatic ISO generation
for archiving
on CD, DVD or Blu-ray disc

Full index always available
even after transfer to external storage

Data integrity:
signed fling, authenticity check upon
retrieval

BCC mails
are also archived, and the BCC
recipient can retrieve them via the
search function

User and auditor access

Easy integration
in all environments

When confguring the Collax E-Mail
Archive you can decide if the archive
allows searching of the entire mail texts
or just the subject lines. The index makes
the E-Mail search extremely effcient. The
archive can also be transferred to
recordable storage media for backup
purposes. As soon as there are enough
data to fll a chosen storage media, the
administrator can save the image to CD,
DVD or Blu-ray disc for further tamper-
proof storage.

You have more questions?
Feel free to contact us at:
Collax GmbH
Gutenbergstraße 1
85737 Ismaning Germany
Telephone: +49 (0) 89-99 01 57-0
Fax: +49 (0) 89-99 01 57-11
0800 4265529 (Free in Germany)
www.collax.com sales@collax.com
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Detailed view of an archived E-Mail in the user‘s search screen

System Requirements
• Installed Collax Platform Server
• Installed Collax Business Server
• Intel Core 2 Duo or better
• HDD: at least 80 GB, RAID-1
recommended

• Network: 2 network interfaces
• 1 GB RAM

USER

All E-Mails are archived in an audit-proof way. The archive data
can also be transferred to recordable storage media (e.g. CD).


