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Collax
Mail Security

Highlights )

) Fast return on investment

Y Increases performance of the
protected mail server

Y No user interaction required

) Detection technologies always up to
date

2 Resource-friendly multi-level spam
filter

) Mailboxes without spam
) Protection from phishing mails

Y Secure digital communication

Security in Digital Communication

Collax Mail Security protects you from
risks that could damage your systems
originating from E-Mail traffic, in
particular viruses and spam. The  Collax
Mail Security can be run as a stand-
alone unit for the protection of any malil
infrastructure or in combination with
the Collax Communication Server . This
combination lets you establish a
dedicated E-Mail server solution for
secure corporate communication.

To stay abreast of the growing flood of
unwanted E-Mail the  Collax Mail
Security offers a multi-level spam filter.
Apart from high spam detection rates
the Collax solution has a very low false
positive  rate  (E-Mails  mistakenly
identified as spam). Additionally the
Collax Mail Security features a basic
built-in virus protection system and an
application proxy for mail traffic
protocols.

E-Mail Application Proxy

Collax Mail Security can be used as an
E-Mail relay and E-Mail proxy for malil
traffic protocols SMTP (Simple Mail Trans-
fer Protocol), IMAP (Internet Message
Access Protocol) and POP3 (Post Office
Protocol). These proxy functions blend in
seamlessly with any existing E-Mail
infrastructure and offer optimum protection
for all E-Mail servers (e.g. Collax
Business Server , Collax Commu-
nication Server and other E-Mail servers).

Multi-Level Spam Filter

The principle of the multi-level spam filter
is to determine the probability of an E-Mail
being spam. Each level determines its own
probability and the combined evaluation of
these probabilities ensures the reliable
identification of spam. E-Mails that cannot

be classified with certainty are then
tagged and delivered to the end mailbox.
The user can then decide whether to
consider the E-Mail as spam or not and
subsequently train the spam filter.
Spammers fear tarpits! Tarpits are E-Mail
servers that only serve one purpose on
the Internet: to harm spammers. For this
purpose, they delay the mail delivery for
as long as possible. In this way the
spammers' goal to send as many E-Mails
as possible is effectively impaired. Collax
Mail Security emulates a tarpit. Fearing
that they may have become caught up in
a real tarpit the spammers will abort the
transmission — the E-Mail never reaches
the internal network. The regular E-Mail
traffic is not impaired by the brief delay.
Similarly the grey-listing method makes
use of spammers' attempt to send out
large numbers of E-Mails within a short
time period. When contact is first made,
the mail traffic protocol lets the receiving
mail server delay the reception of the E-
Mail by a few minutes. To comply with
this protocol specification, a spammer
would have to employ far more
resources. Result: the spam mail is not
delivered at the later time offered.



Technical Highlights

E-Mail Relay and E-Mail

Prox
SMTP | POP3 | IMAP | multi-domain

Spam Filter

Tarpit | grey-listing | realtime black-
hole lists | DNS blacklists | HELO
client identifcation | reputation filter |
heuristic filter | self-learning filter for
variants | trainable spam/ham filter |
SPF check against spoofed senders |
blacklists and whitelists

Header and Attachment

Filter
Header filter and MIME filter | indivi-
dual actions

Additional filters for header

entries and

attachments can be used to directly
filter certain file types (MIME and
extensions) in attachments and
certain E-Mail header entries.

Virus Filter

Integrated virus filter | auto-update An
anti-virus filter for basic protection
prevents the delivery of harmful code
by E-Mail. Hourly updates of the virus
signatures keep the scanner up to
date.

Graphical management of filtered e-mails facilitates
processing.

4 Hours { 04,0809 5:59 - 04,08,09 9:59 |

0500 0520 0640 07:00 07:20 0740 0R:0D 0B 20 0G40 03:00 03:20 03:40
O time 1.0532 ms LAST 4.1984 ms MAX 1.0586 ms AVERAGE

Default Template
Check Connand check_local_cland

localhost / CLAMD HE

an n
D e 5

34 Hours { 03.08.09 9:59 - 04.08.09.9:59 |

localhost / CLAMD g .

I JE = -

Mon 12:00 Mon 18: 00 Tue 00:00
Otine  1.0532 ms LAST  17.1126 ns MAX  1.0374 ns AVERAGE

Default Template
Check Command check_local_cland

All important filter services are monitored qualitatively.
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The pro-ham and anti-spam training can take place by means
of accustomed E-Mail folders.

Extensions

« Collax Virus Protection Powered by
Kaspersky

* Avira Antivir virus protection by Avira
AntiVir

System Requirements

« Installed Collax Platform Server
¢ Installed Collax Business Server

You have more questions?
Feel free to contact us at:

Collax GmbH

Gutenbergstralle 1

85737 Ismaning Germany
Telephone: +49 (0) 89-99 01 57-0
Fax: +49 (0) 89-99 01 57-11

0800 4265529 (Free in Germany)
www.collax.com sales@collax.com
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