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Collax Net Security

A quick overview 
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Collax Platform Server

The first step to a fully customisable server architecture is free:
� The Collax Platform Server 

The Collax Platform Server gives you a base platform to build your 
custom server on:

� First a single disk transforms any machine into a Collax Platform Server 
� Next decide what you want your new Collax server to do (select one or more):

� Mail Security
� Net Security
� Web Security
� E-Mail Archive
� Surf Protection
� Groupware
� Virtualization
� Network Storage
� Web Application
� Monitoring Solution
� Net Backup
� AntiVir
� Virus Protection
� Communication
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Collax Net Security

Your network is the door to all the hackers and viruses in the world. 
Make sure that door is closed

Collax Net Security provides a complete yet transparent security
solution in one simple module:

� Network
� Failover communication from DSL to ISDN to DSL – Never be unavailable 

� Masquerading/NAT – Protection and economy
� Analog modem/router – ISDN, DSL (PPPoE and PPTP) 

� Activity filter expensive v inexpensive lines - lets use your lines efficiently

� DMZ – Set up safe network topologies

� Bandwidth Management and Traffic Shaping – Use your network efficiently and reliably

� Port Forwarding, Routing 

� VLAN Tag Support
� NIC Bonding – Increate Bandwidth with two NICs instead of one

� Bridging networks

� Net Mapping – remapping IP addresses
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Collax Net Security

Collax Net Security provides a complete yet transparent
security  solution in one simple module:
� Remote Access Methods 

� Virtual private networks (VPN) 
Types: IPsec VPN, SSL VPN 
Security: X.509, PKI, NAT-T, SSH

� Dial-in connections via ISDN - Remote Access Service (RAS) 

� Security
� Extremely Advanced Multi-Level Firewall

Traditional rules based on : Protocol and Network
Advanced Rules based on: Operating System, User and Application

� Intrusion detection and prevention 
Snort-based IDP with 4,000 rules 
Host-based intrusion detection system 
Network-based IDS (Pass-through and Pass-by)

Complete network security for your company and your staff
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Collax Net Security

Want to know more?

www.collax.com


